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Introduction

We can find many solutions on the web to monitor Website SSL Certificate. From the
server address, we can obtain informations about DNS resolution, Serial Number, expiration
date ... However, this kind of website just offers SSL Certificate informations. There is little
way to monitor or generate alerts on SSL Certificate.

WhatsUp Gold allows integrating HTTP Certificate Monitor in its console. We will
explain, in this document, interests and advantages of this monitoring solution, and how
implement thresholds and alerts on Certificates.

SSL Certificate check

On the web, many websites allow obtaining SSL certificate informations. From the
Server address, the site returns DNS resolution and lots informations on the certificate. In the
following example, we will monitor the Ipswitch.webex website SSL certificate from one of
this website:

Server Address

https:/lipswitch.webex.com

Check Server
«” DNS resolves 'ipswitch.webex.com' to 64.68.96.146

HTTP Server Header: Apathe

+/ SSL certificate

Common Hame = * webex. com

Iasuer = VeriSign Claas 3 Secure Server CA - G3

Serial Mumber = L4500DBTSE4ROCCEDTITIOE4TSFISTAR

SHA]l Thumbprint = F4EBCIZ6534550ASETRIRES¥T45C354BIFIBEIA
Key Lamgth = 1024 bix

Signature algorithm = SHRL+RSA (good)

Secure Renegotiaciom: HOT supported
«” This certificate does not use a vulnerable Debian key (this is good)
o/ SSL Certificate expiration

The certficate sxpires June 21, 2012 {300 days from today)

o Certificate Name matches ipswitch.webex.com

Subject *.webex.com
valid from 22/lun/2011 to 21/lun/2012
[ssuer VeriSign Class 3 Secure Server CA - G3
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The HTTP Certificate Monitor on WhatsUp Gold doesn’t provide as much information
as this kind of website. However, it allows implementing alert thresholds, on the DNS
resolution, expiration date, certificate usage, or connection.

WhatsUp Gold HTTP Certificate Monitor

Eonfigural:iun Dialog for HTTPCert Monitor

r—Plug-In parameters

Name: I Ipswitch Webex SSL Certificate

Description: I Ipswitch Webex 591 Certificate

55L certificate

URL I https: f fipswitch, webe:x. com
If URL is empty, IP address of the attached interface will be used
v Check whether the URL is resolvable by DNS

v Check certificate expiration

Down if the certificate will be expired in the next I 30 days
v Check certificate usage

¥ Down in case of connection error

—HEEp options
[~ Use pracy
Pracy Park Userfanme Password
| IBDBD

Timeaut (seconds): I 10

[ Log the result in Ackivity Logs
SSL Certificates

[v Save Debug Information into a File

v Use In Discovery

QK I Cancel Help

() 2010 Orsenna - License required - &l rights reserved

ﬂ_" Test : Ipswitch Webex 551 Certificate

Device For best:

|NP151|:|149 o | %
Tebwork inkerface:

Credentials:

I (This Active Monitor does not require Credentials. ) j L |

Dekails:

Building Sample data (RTT) = ;I
HTTPCert Monitor: Return code = 0in 2125 ms

Test

Close

w
LI 3 Help

s
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Local SSL certificate Monitoring

The WhatsUp Gold HTTP Certificate Monitor resolves an important problem
compared with the SSL Certificate Monitoring websites: It allows monitoring local SSL
certificate. Indeed, it's impossible to monitor, from the web, SSL certificates on your local
network. However, it’s realizable from your WhatsUp Gold console.

Server Address

Check Server

2 Error: 192.168.0.209 is a private IP address.

Local SSL Monitoring in WhatsUp Gold

Eunfiguratiun Dialog for HTTPCert Monitor

Plug-In parameters

Pame: I My local S50 Certificate

Description: I My local 331 Certificate

551 certificate

LURL Ihttps:ll',l'192.168.0.209:2381,|'|
If URL is empty, IP address of the attached interface will be used

¥ Check whether the URL is resolvable by DNS

¥ Check certificate expiration

Do iF Ehe certificate will be expired in the next I 30 darys

¥ cCheck certificate usage

¥ Downin case of connection error

r— HEkp options
[ Use Py
Proxy Part LserMame Password
| |snau

Timeouk (seconds): I 1

[~ Log the result in Activity Logs
S5L Certificates

¥ Save Debug Information into a File

v Use In Discovery

ul's I Zancel Help

[Ty 2010 Orsenna - License requited|- &l rights reserved
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ﬂ_'. Test : My local 5L Certificate

Device For besk:

INF‘IE-IEIHEI Y |

Metwork interface;
II{LIse default network interface) j

Credentials:
I (This Active Manitar does not require Credentials, ) j L |

Details:

Building Sample data (RTT) = -]
HTTPCert Monitar: Return code = 0in 16 ms

w

Clase |
- o e

In order to centralize monitoring informations in a single console, WhatsUp Gold
allows integrating a tool to monitor your SSL Certificate. More, this Active Monitor will give
you the possibility to check your local certificate. HTTP Certificate Monitor is available in the
last version of WhatsUp Companion. You will find all informations on this plugin, in this

address:

http://www.orsenna.com/store/boutigue.php
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